MATRIX

Absolute Features and Products Matrix

Absolute
TRACK HARDWARE
Report and alert on hundreds of hardware attributes ° ° °
Monitor device leasing reports ° ° °
Track new device activations and connection history . ° °
Leverage pre-built and custom reports ° ° °
Flag missing devices and be alerted when they connect to the internet ° ° °
MONITOR SOFTWARE
Assess installed software by device or population ° ° °

CAPTURE DEVICE INSIGHTS

Collect Absolute defined data points from the DataExplorer Library* ° ° °

Configure the collection of custom data points tailored to specific needs using the DataExplorer Builder °

ASSESS SECURITY POSTURE

Encryption status reporting ° ° °

Anti-malware status reporting ° ° °

UNDERSTAND DEVICE USAGE

Assess device usage by analyzing login/unlock and device interaction events ° ° °
Report on average daily usage by device ° ° °
Report on visited websites and understand the ROI from Web Apps in your environment? °

MONITOR DEVICE LOCATION

Track device location with 365 days of history ° ° °

Define geofences to detect unauthorized device movement ° °

REMOTELY FREEZE DEVICES

Freeze a device with custom message - scheduled or on demand [} °

Set an offline timer to automatically freeze devices ° °

DELETE DATA FROM DEVICES

Selectively delete files ° °

Perform an end-of-life device wipe with compliance certificate [} °

ENABLE FIRMWARE PROTECTION

Manage supervisor password at scale® ‘ ‘ [} ‘ °

SECURE, ON-DEVICE END USER COMMUNICATIONS

Inform users by displaying important messaging on their devices’ screen or to solicit feedback ‘ ‘ ° ‘ °

QUERY AND REMEDIATE DEVICES IMMEDIATELY AT SCALE

Run 130+ prebuilt workflows from Reach Library °

Run Custom Powershell or BASH scripts on devices o

IDENTIFY SENSITIVE FILES ON DEVICES

Discover PII, PHI, PFI, SSN, GDPR data and Intellectual Property on/off network °
Perform data risk assessment with estimated cost exposure °
Identify devices with sensitive files syncing with cloud storage (Dropbox, iCloud, Box, OneDrive) °

PERSIST AND SELF-HEAL CRITICAL APPS*

Aranda Software Report only Report only o
BeyondTrust Jump™ Report only Report only o
BlackBerry® CylancePROTECT® Report only Report only o
Cisco® AnyConnect Report only Report only °
Cisco® Secure Endpoint Report only Report only °
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Absolute Visibility Absolute Control Absolute Resilience

PERSIST AND SELF-HEAL CRITICAL APPS*

Cisco® Umbrella Report only Report only d
Citrix Workspace™ Report only Report only °
CrowdStrike Falcon® Report only Report only °
Deep Instinct™ Prevention for Endpoints Report only Report only °
Dell® Advanced Threat Prevention Report only Report only °
Dell® Encryption Enterprise Report only Report only °
Dell® Data Guardian Report only Report only °
Dell® Trusted Device Report only Report only [}
Ericom ZTEdge™ Report only Report only o
ESET® Endpoint Anti-Virus Report only Report only °
F5° BIG-IP Edge Client Report only Report only °
FireEye™ Endpoint Security Report only Report only °
Forcepoint™ DLP Endpoint Report only Report only °
Fortinet® FortiClient Fabric Agent Report only Report only °
Fortinet® FortiClient VPN Report only Report only °
HCL BigFix Report only Report only °
Ivanti® Endpoint Manager Report only Report only °
Ivanti® Neurons Agent Report only Report only o
Ivanti® Security Controls Report only Report only °
Kaseya® Report only Report only o
Lenovo® Device Intelligence Report only Report only °
Lenovo® Vantage Report only Report only °
Lightspeed Filter™ Smart Agent Report only Report only o
Malwarebytes Endpoint Agent Report only Report only

ManageEngine® Desktop Central Report only Report only

McAfee® Drive Encryption Report only Report only °
McAfee® ePolicy Orchestrator Report only Report only °
Microsoft® BitLocker Report only Report only °
Microsoft® Defender Antivirus Report only Report only o
Microsoft® Defender for Endpoint Report only Report only °
Microsoft® Endpoint Manager Report only Report only °
Microsoft® SCCM Report only Report only °
Nessus® by Tenable® Report only Report only °
NetMotion Report only Report only °
Netskope® Report only Report only °
Norton™ 360 Report only Report only

Opswat Report only Report only

Palo Alto® Cortex™ XDR Report only Report only °
Palo Alto® GlobalProtect™ Report only Report only °
Pixart Report only Report only °
Plurilock Defend Report only Report only °
Pulse Secure™ Report only Report only °
Qualys® Cloud Agent Report only Report only o
Rapid7 Insight Agent Report only Report only o
SentinelOne® Report only Report only °
SmartDeploy® Report only Report only °
SmartEye Report only Report only °
Sophos® Endpoint Protection Report only Report only °
SparkCognition™ EPP Report only Report only °
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Absolute Absolute Control Absolute Res

PERSIST AND SELF-HEAL CRITICAL APPS*
Symantec® DLP Report only Report only d
Symantec® Endpoint Security Report only Report only o
Tanium™ Report only Report only
Teramind Agent Report only Report only
Trend Micro™ Endpoint Security with Apex One Report only Report only (]
Unowhy Report only Report only [
Utopic Persystent Report only Report only °
VMware® Carbon Black Report only Report only °
VMware® Horizon Report only Report only °
VMware Workspace ONE™ Report only Report only °
WinMagic® MagicEndpoint Report only Report only °
WinMagic® SecureDoc Encryption Report only Report only
XM Cyber HaXM Report only Report only
Zscaler Report only Report only °
Ziften Zenith Report only Report only °
Other applications® — — —
INVESTIGATE AND RECOVER STOLEN DEVICES
Recover stolen devices L
Service Guarantee for devices not recovered® (Education only) L]
DERIVE HISTORICAL IT AND SECURITY INSIGHTS
Absolute Insights™ for Endpoints’ Add-on module Add-on module Add-on module
ABSOLUTE PLATFORM FEATURES
Absolute Control Mobile App o o o
API Library ° ° °
Cloud-based console o o o
Predefined and customized alerts L L L
Universal SIEM connector L L L
Role-based access control L4 L4 L4
Single sign-on ° ° °
2-factor authentication o o o
Absolute Connector for ServiceNow® L L L

1 Contact Absolute Sales to enquire about defining new custom device data points to be made available through the DataExplorer Library.

2 Only available for Chrome browser, on Windows and Chromebook devices.

3 Only available for eligible Lenovo Devices.

# Self-healing of critical applications is available through Absolute Resilience or the Applicaton Persistence add-on module. Contact Absolute Sales for more information.

° Absolute is continuously adding to its library of supported applications. If you have a particular application that you would like to persist, contact Absolute Sales to make a request.

© North American, UK and Australian Education Customers only. Terms and Conditions apply. See FAQ for more details.

7 Absolute Insights for Endpoints is available as an add-on module and requires an existing Absolute Visibility, Control, or Resilience subscription. Contact Absolute Sales to learn more.

© 2022 Absolute Software Corporation. All rights reserved. ABSOLUTE, the ABSOLUTE logo, and NETMOTION are registered trademarks of Absolute Software Corporation or its subsidiaries. Other names or logos
mentioned herein may be the trademarks of Absolute or their respective owners. The absence of the symbols ™ and ® in proximity to each trademark, or at all, herein is not a disclaimer of ownership of the related
trademark. All other trademarks are property of their respective owners. ABST-Features+Products-MX-E-111422.
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